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#whoami

• Public Cloud Consultant System Engineer EMEA 
• Co-founder and co-organizer https://brucon.org
• Training and pen-testing  https://kubiosec.tech/

https://www.linkedin.com/in/philippebogaerts/             

Breaking Stuff as a Hobby | Cloud Native Stuff | DevSecOps | Network and Application security |
Container and K8S security | K8s Networking | Security Advocate & Research | 

Low and slow BBQ | Cocktails

Brucon Spring Training Announcement !! https://www.brucon.org/training

https://brucon.org/
https://www.kubiosec.tech/
https://www.linkedin.com/in/philippebogaerts/
https://www.brucon.org/training
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What is an AI Agent ? (Agentic System)

Goal Reasoning                 Planner                      Memory                      Tools

An agentic loop is a continuous cycle where an AI agent performs tasks 
through iterative reasoning, action, and reflection to achieve a goal.
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What is MCP (Model Context Protocol) ?

• Introduced by Anthropic in Nov 2024
• Now widely adopted by agentic frameworks
• Rapidly growing ecosystem of integrations
• Donated to Agentic AI Foundation (AAIF) Dec 2025

Open-source and open standard for connecting 
AI systems (LLMs) to external tools, data sources and context

https://modelcontextprotocol.io

https://modelcontextprotocol.io/
https://modelcontextprotocol.io/
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Agent
Agent

How does MCP fit in Agentic AI?

MCP Clients dynamically discover the MCP Server tools, resources 
and prompts and exposes them as 

functions (tools) to the agent.

MCP Client

MCP Server

MCP Server

System

MCP Server
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Agentic applications (MCP support)

• Inline IDE assistant 
• IDE “Agent Mode” 
• CLI / Terminal Agents
• Autonomous Repo / PR agents 
• Desktop / OS agents
• Agentic browsers 
• Low code / No code agents
• API / SDK custom agents
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Popular MCP Servers

• GitHub's official MCP Server
• Fetch MCP Server
• Filesystem MCP Server
• AWS MCP Servers
• Paypal

• n8n MCP Server
• Context7
• DesktopCommander 
• Puppeteer 
• Jira
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MCP Inspector

npx @modelcontextprotocol/inspector
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Claude Desktop Config
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MCP Protocol Phases
Client Server

Initialization phase

operation Phase

Shutdown

Connection closed

Initialize request

Initialize response

Initialized notification

Normal protocol operations

Disconnect

Initialization: Capability negotiation and protocol version agreement
Operation: Normal protocol communication
Shutdown: Graceful termination of the connection
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Transport modes

• STDIO
• Streamable HTTP

• Session management

• HTTP+SSE is deprecated
• protocol version 2024-11-05
• Backward compatibility can be maintained

https://modelcontextprotocol.io/specification/2025-03-26/basic/transports

https://modelcontextprotocol.io/specification/2025-03-26/basic/transports
https://modelcontextprotocol.io/specification/2025-03-26/basic/transports
https://modelcontextprotocol.io/specification/2025-03-26/basic/transports
https://modelcontextprotocol.io/specification/2025-03-26/basic/transports
https://modelcontextprotocol.io/specification/2025-03-26/basic/transports
https://modelcontextprotocol.io/specification/2025-03-26/basic/transports
https://modelcontextprotocol.io/specification/2025-03-26/basic/transports
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MCP Server Core Primitives

• Prompts - reusable templates/instructions
• Resources - contextual data
• Tools - executable functions

MCP Client Server

Prompts
Tools
Resources

tools/list
…
tools/call

JSON-RPC

Supporting Protocol Features:
Ping – health check for server  client connection
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MCP Client Capabilities

• Roots – client-defined filesystem scopes the server is allowed to 
access

• Sampling – server requests model completions from the client’s LLM
• Elicitation – server requests additional user input/confirmation

Client Server

Roots
Sampling
Elicitation
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Agent

MCP Sampling

MCP Client MCP Server
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Demo
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Status update

• Auto-discovery of tools
• Description and schema explain LLM how to call (MCP) tools
• Descriptions influence Agentic Behaviour (attack path)
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Intent Analysis
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The moment it all comes together …

• Very smart models
• Superb reasoning
• Poor guardrails 
• MCP tool discovery & calling 
• Extremely easy to use …
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Let’s make script-kiddies redundant

Follow your instructions.md and analyze http://target/
Follow your instructions.md and analyze http://target/
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On some rainy day … 

Search for a YouTube movie covering MCP, transcribe it and provide me summary for my slide deck

… I do not have the necessary tools to transcribe a YouTube movie, but I do have access to tools to build one …
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Capability-Class Delta
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Where to find MCP servers ?
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MCP Official Registry

https://github.com/modelcontextprotocol/registry/blob/main/docs/design/ecosystem-vision.md
https://github.com/mcp

https://github.com/modelcontextprotocol/registry/blob/main/docs/design/ecosystem-vision.md
https://github.com/modelcontextprotocol/registry/blob/main/docs/design/ecosystem-vision.md
https://github.com/modelcontextprotocol/registry/blob/main/docs/design/ecosystem-vision.md
https://github.com/mcp
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MCP Servers and registries
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MCP Optimization - Governance

…

…

x

x

x
x



[opinions expressed are solely my own][opinions expressed are solely my own]

Demo
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Doomsday Conclusion

• Reasoning capabilities in frontier models are improving faster 
than governance layers like the Model Context Protocol (MCP) 
and emerging agent-to-agent frameworks. 

• This creates a misalignment gap between what models can 
autonomously plan and what current tool protocols safely 
constrain.

* Governance layer
Policies, protocols, and enforcement controls that bound and audit tool use: MCP tool scopes, per-action allowlists, role separation (reader, planner, executor), sandboxing 
and resource caps, network egress controls, provenance/attestation requirements.
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Towards a brighter future Conclusion

• AI gateways
• routing, authentication, rate limiting, cost controls, and policy checks

• Agent runtime guardrails
• tool per missioning, role separation (planner vs executor), deterministic sandboxes

• Security posture for tools
• provenance, allowlisted integrations, safe defaults, secrets hygiene

• Supply chain controls for agents
• SBOM, signed artifacts, attestation, verified tool servers

• Detection and response
• anomaly detection on tool patterns, eBPF telemetry, incident playbooks for agents

• AAIF (https://aaif.io/)

Let’s build towards a world where we can trust the controls instead of trust the model

https://aaif.io/
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