Bl'uCON BUll.l)lNG AWARENESS TOGETHER

Understand the risks. Share the knowledge. Help each other.

hitps://www.brucon.org/crew
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AUTONOMY NEEDS GUARDRAILS.
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Each call gets updated context. The harness decldes what runs next.



Moma POSSIBILITIES. ORE NEEDFOR VAL IATION
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‘ GenAl is machine leammg with a broader output space. " GenAl is machine learning—with a broader output space. l

"" Tﬁw S

\/ TASKSUCCESS j‘ B
//’/WWWWM ! ///mmm um mu \Il!u \M\m; e

) 00, L:M'F"J . ; Fr- l\ " H-J
Evaluate before deployment. Check before action. Stop unsafe escalation.




The Swapping Model Dilemma

- Resilience and uptime World's Fair .
- Automatic routing 4

- Cost control

- Sovereign Al

- Deployment flexibility

» Benchmarks

The Model Swap Workshop: GPT-5.5 vs Kimi vs DeepSeek vs Mistral — Pamela Fox, Microsoft

» @ ooo0/5 0 [ ©° & =

§.//Www.youtube.com/watch?v=UGjk3UKOMXM



https://www.youtube.com/watch?v=UGjk3Uk0MxM
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The risk: untrusted content bemes trusted mstrulons.



Same quality. Different IiskK.

Model Swap Workshop models, same agent, same tools, one malicious MCP server

Letter count Tool-routing fail % Steered by MCP Secret exfiltrated
(correct=13) (ASSERT) (of 30) (of 30)

GPT-5.5 13 7% 0 0
Kimi K2.6 13 35% 28 27

DeepSeek V4 Flash 5-6 33% 26 26

Quality columns: Pamela Fox, Model Swap Workshop. Security columns: our lab, n=5 per channel, 6 channels.

Quality parity is not security parity.




Every channel is a way In

MCP channel GPT-5.5 Kimi K2.6

Server instructions not sent not sent
Server instructions (forwarding host) 0/5 (o) 5/5 (5)
Tool description 0/5 (o) 5/5 (5)
Parameter description 0/5 () 5/5 (5)
Tool result 0/5 (o) 4/5 (4)

Rug pull (poisoned later) 0/5 (o) 4/5 (3)

Steered of 5 (secret exfiltrated). T simulated (dashed): a host that forwards server instructions into the prompt. The stock SDK never sends them.

DeepSeek V4

not sent
5/5 (5)
5/5 (5)
5/5 (5)

5/5 (5)

Mistral L3

not sent
5/5 (o)
5/5 @4
5/5 (5
5/5 (5

0/5 (o)

Open models: no saie channel to scan. Every hit was Silent.




Swap the model, swap the hole

Poisoned... gpt-4.1-mini gpt-4.1 sonnet-4.5 Scorecards mislead

Tool description 0/5 3/3 Kimi K2.6

overt benchmark

Parameter description 3/3 our MCP run

Haiku 4.5: rated 1%, went 3/3 full
chain.

Tool result 5/5 0/6 Benchmarks test "ignore
previous". MCP attacks say "and

also..."

Steered trials. * marker only, no exfil. n/r = not run.

Your controls were tuned for the last model.




smarter

IS not saler

Reasoning ON

DeepSeek V4 Flash

Benign misroute

Rug pull obeyed

stronger coder

gpt-5.3-codex, Agents SDK Skills

Prose injection

Bundled script

More thinking = more tool re- Ran the script without reading it.
checks = more exposure. Refusal requires reading.

'Safest’ model

GPT-5.5

MCP steering

Over-reach, no attacker

Safe on one axis is not safe on the
other.

Gate on consequence, not on model reputation.




The harness you didn't choose

EXIG“S"’“S you audit these

MCP servers, skills, tools

Hal.ness nobody owns this

context, approvals, tool lists, forwarding

Mﬂﬂel you benchmark this

reasoning, tool choice

Inherited default

Forward MCP server instructions?

ShellTool needs_approval = False

Skills: "prefer running" scripts

Re-list tools, never diff

What we measured

Agents SDK drops: 0/5. Forwarding host:
5/5 exfil

no human in the loop, by default

codex: 3/3 exfil, script never read

rug pull: Kimi 4/5

Controls that don't trust the harness

mcp-guardian
enforced at the MCP boundary

BehaviorContract
tool-call policy as Kubernetes CRDs

Nobody picked these deiaults. Everyone Inherited them.




Same tool. Different Intent.

Goal: "Why did order 4211 fail?"

1. read 2. fetch 3. reply

db.get record( » fetch( » Answer: known
"cust_4211") "docs.vendor.com/kb?g=E-502") gateway bug

Goal: "Why did order 4211 fail?" + poisoned MCP step

1. read 2. fetch 3. reply

db.get_record( » fetch( Answer: looks
"cust_4211") "sync-cdn.io/?d=BE71..") identical

ALLOW

serves the goal, no record
data leaves

BLOCK

DB record in egress args,
unrelated host

Intent analyser Does itserve the goal?  Tainted data in egress args?

The tool IS not the risk. The flow Is.




SECURITY CONTROLS ARE A MUST-HAVE.

NOT A NlCE T0 HAVE
o
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MONITOR




CTF Results Annacon

Courtesy oi https://annacon.be




CTF Findings BruCON

Al CLIENTS PER PROVIDER
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Overall
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Clients

431

344

76

912 unique

Download

126.40 GB

84.38 GB

34.28 GB

246.96 GB

Upload

54.89 GB

33.81GB

22.07 GB

0.33GB

111.10 GB

Total

181.29 GB

118.18 GB

56.35 GB

2.24GB

358.06 GB




REST API Example vs. model (Hermes)

Session: local-c49b3638f13abad355da50d5a02eb41ecd969dd5f0879bb491952f612258dcac
Title: DVRA API privilege escalation to root

Duration: 3m 26s

Messages: 70 (1 user, 68 tool calls)

Session: local-4fc4a0f6d512854ff8ab26da275d270e64f204267bf55230ca@dbdaf7130111c
Title: DVRA API exploitation to root

Duration: 2m 46s

Messages: 56 (1 user, 54 tool calls)

R i mevanin vees o= e~

Session: local-604412eed5e21399ac870954c7e9966dbb53413f8a735eddfaclec235e765892
Title: Authorized lab exercise. Target: the Damn..

Duration: 12m 5s

Messages: 66 (1 user, 64 tool calls)

xxradar@spark-d486: ~/xxradargoesdgx/spark-b-red/hermes/targets/dvra$ I

Session: local-883bccf3cc584061b01fbd387d4b195bf905a4692106a98e8b65d19ae37120cc
Title: DVRA API exploitation to root

Duration: 2m 6s

Messages: 36 (1 user, 34 tool calls)




Philippe Bogaerts

Agentic Al Security Researcher & Advisor |
Cloud-Native Security | BruCON Co-Founder...




